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Use of artificial intelligence and other automated tools for performance and predictive analytics in recruitment and employment management are increasingly commonplace.  While employee monitoring and other sector specific laws already are in force, the adoption of automated tools has triggered new state laws and regulatory guidance intended to address privacy and related risks.  Staying current on transparency, choice, use limits, data minimization and other related obligations is challenging.  This webinar will provide an up-to-date overview of laws and regulatory guidance affecting deployment of AI and other automated tools for recruitment, performance analytics, and employee management, including California’s automated decision-making technology regulations.  The webinar also will offer some practical perspectives on risk management for automated recruitment and employment practices, including vendor selection and risk assessments.


Overview of Laws – AI and Privacy – NOT pure employment law
Common Requirements: transparency, choice, use limits, data minimization 

AI Considerations
Privacy Considerations – only about personal info –special consideration for biometrics and other sensitive personal data
Risk assessments and Bias Assessment Obligations applicable to AI and Automated Decision Making Technology 
Best practices for HR high risk data processing
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- “[A]n Al system [is] an engineered or
machine-based system that can, for a given set of objectives,
generate outputs such as predictions, recommendations, or
decisions influencing real or virtual environments. Al systems
are designed to operate with varying levels of autonomy.”
(National Institute of Standards and Technology)

- artificial intelligence that can generate derived
synthetic content, such as text, images, video, and audio, that
emulates the structure and characteristics of the artificial

intelligence’s training data. (
)
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Many companies already use or may be planning to use AI, directly and/or indirectly (through third-party providers), to support their HR functions.



For example, common uses may include [read from slide]….

https://leginfo.legislature.ca.gov/faces/billTextClient.xhtml?bill_id=202320240AB2013
https://leginfo.legislature.ca.gov/faces/billTextClient.xhtml?bill_id=202320240AB2013

Some Al-Related Terminology SQUIRE >
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- an artificial intelligence system with a natural
language interface that provides adaptive, human-like
responses to user inputs; also called Al companions

- perform a specific task within defined
boundaries; also called a digital assistant

- capable of autonomous action to achieve a
specific goal
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AI agents – capable of taking autonomous action 

“AI companion" means a system using artificial intelligence, generative artificial intelligence, and/or emotional recognition algorithms designed to simulate a sustained “human or human-like relationship” with a user by: (i) retaining information on prior interactions or user sessions and user preferences to personalize the interaction and facilitate ongoing engagement with the AI companion; (ii) asking unprompted or unsolicited emotion-based questions that go beyond a direct response to a user prompt; and (iii) sustaining an ongoing dialogue concerning matters personal to the user.



Al Regulatory Landscape in the US e

US State Al Governance Legislation Tracker 2026

Statute/bill in
legislative process

I introduced
B in committee

In cross chamber
| Incross committee
- Passed
[ signed
I inactive bills

. No cross-sectoral
bills introduced

) Last updated 28 Apr. 2026

Used with permission -
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Othe than national security AI is currently mostly governed by state law in the U.S. 

2025 – to date – 38 states and 233 bills – public and private sector – including funding

Search term – effect on labor / employment

2026 – 29 states / 117 bills related to labor and employment  per National Conference of State Legislatures - https://www.ncsl.org/financial-services/artificial-intelligence-legislation-database 

https://images.contentstack.io/v3/assets/bltd4dd5b2d705252bc/blt6785b5ae484200e7/us_state_ai_governance_legislation_tracker_map_wide.jpg

&

Common Use Cases:
Recruitment (e.g., screening applicants, scheduling interviews)

Employee management and support (e.g., handling FAQs and
inquiries)

Performance monitoring (e.g., activity tracking, evaluations)
Workplace monitoring (e.g., security)

Day-to-day functions (e.g., meeting notetakers)

Creating work product (e.g., drafting documents)

squirepattonboggs.com
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Many companies already use or may be planning to use AI, directly and/or indirectly (through third-party providers), to support their HR functions.

For example, common uses may include [read from slide]….


A growing number of studies have looked at how AI tools affect individual worker productivity across occupations (Figure 4.4.27). The results have been generally positive, but the size and distribution of the gains varies. The clearest impact is on support work, software development, and marketing. Customer support agents using a conversational AI assistant resolved 14%–15% more issues per hour (Brynjolfsson et al., 2025), software developers using GitHub Copilot completed 26% more pull requests (Cui et al., 2025), and marketing teams using multimodal AI for ad creation saw a 50% increase in output per worker (Ju and Aral, 2025). One consistent finding across several of these studies is that the less experienced workers tended to benefit the most, suggesting that AI tools may help close existing skill gaps. Results are not uniformly positive, and for work that requires deeper reasoning or judgment, some studies have found AI tools produced little benefit or even slowed workers down. The most widely cited example comes from Model Evaluation & Threat Research (METR), which found that experienced open-source developers became 19 percent slower when using AI assistance, with a disconnect between how helpful the developers thought the tools were and how they actually performed (Becker et al., 2025). However, the METR team has not been able to replicate the results in a later study, primarily due to a growing reluctance among developers to work without AI, and that developers in late 2025 were likely sped up by AI relative to the original study period. When looking at the longer-term effects on skill development, research shows mixed results. Software engineers who relied heavily on AI for learning showed no measurable speed improvement and faced what researchers call “learning penalties” (Shen and Tamkin, 2025). Overall, AI’s productivity effects are highly context dependent. The gains are strongest when work can be divided into well-defined, repeatable tasks with clear quality monitoring


Federal Al (De-)Regulation SQUIRE >
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Executive Order 14179, “

, rescinded all policies, directives, and regulations established under
the Biden administration that could be seen as impediments to Al innovation; emphasizes
deregulation to help maintain US Al global dominance.

Executive Order 14365,

, established a federal policy to “sustain and enhance the United
States’ global Al dominance through a minimally burdensome national policy framework”

, covers protecting minors, Al
infrastructure, IP protection, “Preventing Censorship,” “Enabling Innovation and Ensuring
American Al Dominance,” “Educating Americans and Developing an A |-Ready
Workforce,” and “Preempting Cumbersome State Al Laws.”

directs
government agencies to accelerate Al-enabled cybersecurity initiatives to design a
voluntary framework for engagement with developers of frontier Al models before broader
release, and to prioritize criminal enforcement against Al-enabled cyberattacks.
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Conflict at the Federal- and State-levels
Because federal preemption typically flows from congressional enactments (rather than executive orders), Executive Order 14365 would likely not independently displace state AI laws, instead providing guidance for federal agencies and official conduct under the Policy framework. 
It is unclear what types of AI laws will be targeted by the Trump administration.
Lawmakers from both parties have been filing bills on topics like chatbots and pricing, perhaps signaling that they believe those are safe areas to legislate.


https://www.federalregister.gov/documents/2025/01/31/2025-02172/removing-barriers-to-american-leadership-in-artificial-intelligence
https://www.federalregister.gov/documents/2025/01/31/2025-02172/removing-barriers-to-american-leadership-in-artificial-intelligence
https://www.whitehouse.gov/presidential-actions/2025/12/eliminating-state-law-obstruction-of-national-artificial-intelligence-policy/
https://www.whitehouse.gov/presidential-actions/2025/12/eliminating-state-law-obstruction-of-national-artificial-intelligence-policy/
https://www.whitehouse.gov/wp-content/uploads/2026/03/03.20.26-National-Policy-Framework-for-Artificial-Intelligence-Legislative-Recommendations.pdf
https://www.whitehouse.gov/presidential-actions/2026/06/promoting-advanced-artificial-intelligence-innovation-and-security/

&

Laws about Automated Decision-making Technology in
Recruitment and Employment

Laws Focused on Preventing Bias and Discrimination in

Recruitment and Employment

squirepattonboggs.com
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PROPOSED Washington SB6284  Requiring notice of use of AI in employment related decisions 

Regulating how employers use workplace surveillance tools and manage worker data, including providing notice to workerCalifornia AB1883 and AB1898, Virginia HB1451, and Washington HB1672
Requiring notice of use of AI in employment related decisions 
Washington SB6284 and New Mexico HB28 




Laws About Automated Decision-making Technology
in Recruitment and Employment

squirepattonboggs.com 10
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Used for a significant decision
concerning a consumer”

Automated decision-making
technology (ADMT) &

squirepattonboggs.com 11
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Regulations cover many topics 

ADMT requirements phase in over time

ADMT requirements – January 1, 2027
Data Processing Risk Assessments: 
Activities initiated on or after January 1, 2026, are subject to risk assessments
Documentation for activities before that effective date, but continuing after, not required until December 31, 2027, and filing due on April 21, 2028


CCPA Regs for ADMT and assessments treat HR PI processing materially differently from other personal information, with somewhat more flexibility provided to employer.



Automated Decision-making Technology SQUIRE >
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- technology
that processes personal data and uses computation to replace or
substantially replace human decisionmaking.” (

)
= " 'means “a business uses the technology’s output
to make a decision without human involvement.”

111

. ”’means a human reviewer that:

knows how to interpret and use the ADMT’s output to make a decision;

reviews and analyzes the output of the ADMT and other information that is
relevant to make or change the decision; and

has the authority to make or change the decision based on their analysis.
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Use personal data



https://cppa.ca.gov/regulations/pdf/ccpa_statute_eff_20260101.pdf
https://cppa.ca.gov/regulations/pdf/ccpa_statute_eff_20260101.pdf
https://cppa.ca.gov/regulations/pdf/ccpa_statute_eff_20260101.pdf
https://cppa.ca.gov/regulations/pdf/ccpa_statute_eff_20260101.pdf

&

Financial or Employment / IC
Health. Care Lendin Opportunities or
S g
ervices Services Compensation
\
Education
Enrollment or Housing

Opportunity

squirepattonboggs.com
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Relevant to HR are decisions that result in the provision or denial of employment or IC opportunities, including advancement, or benefits  compensation.  This includes allocation or assignment of work and promotion, demotion, suspension and termination.




Pre-Use Notice

Right to Opt-Out*

e

< Right to Access

s

squirepattonboggs.com
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the final CA regulations except from ADMT opt-out rights uses to make decisions for both admission, acceptance and hiring decisions, and allocation/assignment of work and compensation decisions, but only if (1) the ADMT works as intended; and (2) does not discriminate.  

So, assuming the ADMT is not bias and operates in an accurate and effective manner, HR data subjects will not have an opt-out or appeal right for most HR decision making.  However, health benefits are not included in that exception.  Also, assessment and notice requirements are not excepted.
 





Pre-Use Notice SQUIRE >
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A business that uses ADMT to make a significant decision concerning a
consumer must provide a Pre-Use Notice.

The Pre-Use Notice must be:

1. presented prominently and conspicuously to the consumer at or before the
point when the business collects the consumer’s personal information that
the business plans to process using ADMT*; and

2. presented in the manner through which the business primarily interacts with
the consumer.

* If a business already collected the consumer’s personal information for a different
purpose and subsequently plans to process it using ADMT to make a significant
decision, the business must provide a Pre-Use Notice before processing the
consumer’s personal information for that purpose.

squirepattonboggs.com ()
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A business may provide a Pre-Use Notice in its Notice at Collection, provided that the Notice at Collection complies with, and includes the information required for a Pre-Use Notice. 
The Pre-Use Notice must generally comply with the CCPA’s requirements for disclosures to consumers, including by:
being easy to read and understandable to consumers (i.e., uses plain, straightforward language and avoids technical or legal jargon);
using a format that makes the disclosure readable;
being available in the languages in which the business ordinarily provides information to consumers; and
being reasonably accessible to consumers with disabilities. 
The explanation of the specific purpose for which the business plans to use the ADMT cannot be described in generic terms. 
A business may provide a consolidated Pre-Use Notice, provided that the consolidated Pre-Use Notice includes the information for each of the business’s proposed uses of ADMT: 
The business’s use of a single ADMT for multiple purposes; 
The business’s use of multiple ADMTs for a single purpose; 
The business’s use of multiple ADMTs for multiple purposes; and 
The systematic use of a single ADMT. 
A business’s Pre-Use Notice is not required to include:
trade secrets; or
information that would compromise the business’s ability to:
prevent, detect, and investigate security incidents that compromise the availability, authenticity, integrity, or confidentiality of stored or transmitted personal information;
resist malicious, deceptive, fraudulent, or illegal actions directed at the business or at consumers, or to prosecute those responsible for those actions; or
ensure the physical safety of natural persons.
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The Pre-Use Notice must include the following information:

1.

2.
3.
4

the specific purpose for which the business plans to use ADMT;
a description of the consumer’s right to opt-out of ADMT;

a description of the consumer’s right to access ADMT,;

a description of how the consumer can submit a request to opt-
out of or access ADMT;

a disclaimer that the business is prohibited from retaliating
against them for exercising their CCPA rights; and

additional information about how the ADMT makes significant
decisions and how the significant decisions would be made if a
consumer opts out.

squirepattonboggs.com 16
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The Pre-use Notice must include the following:
a plain language explanation of the specific purpose for which the business plans to use the ADMT; 
a description of the consumer’s right to opt-out of ADMT and how the consumer can submit a request to opt-out of ADMT; 
a description of the consumer’s right to access ADMT with respect to the consumer and how the consumer can submit their request to access ADMT to the business; 
that the business is prohibited from retaliating against consumers for exercising their CCPA rights; and
additional information about how the ADMT works to make a significant decision about consumers, and how the significant decision would be made if a consumer opts out. 

The additional information must include a plain language explanation of the following: 
How the ADMT processes personal information to make a significant decision about consumers, including the categories of personal information that affect the output generated by the ADMT. 
The type of output generated by the ADMT, and how that output is used to make a significant decision. 
What the alternative process for making a significant decision is for consumers who opt-out, unless an exception to providing the opt-out of ADMT applies. 



Right to Opt-Out SQUIRE 7
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A business that uses ADMT to make a significant decision about

consumers must provide them with the ability to opt-out of such use
of ADMT.

An opt-out is not required (CCPA Reg. 7221(b)):

1. If the business provides the consumer with a method to appeal
the decision to a human reviewer who has the authority to
overturn the decision;

2. - or

squirepattonboggs.com
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An opt-out notice is not required:
For admission, acceptance, or hiring decisions; or
The business uses the ADMT solely for the business’s assessment of the consumer’s ability to perform at work or in an educational program to determine whether to admit, accept, or hire them; and
The ADMT works for the business’s purpose and does not unlawfully discriminate based upon protected characteristics.
For allocation/assignment of work and compensation decisions.
The business uses the ADMT solely for the business’s allocation/assignment of work or compensation; and
The ADMT works for the business’s purpose and does not unlawfully discriminate based upon protected characteristics


In the non-HR context, opt-out notice and right is not required if the business provides the consumer with a method to appeal the decision to a human reviewer who has the authority to overturn the decision; 
Designate a human reviewer to review and analyze the output of the ADMT and any other information that is relevant to change the significant decision at issue. This human reviewer must consider the information provided by the consumer in support of their appeal and may consider any other sources of information about the significant decision. The human reviewer must know how to interpret and use the output of the ADMT that made the significant decision being appealed and must have the authority to change the decision based on their analysis; and 
Clearly describe to the consumer how to submit an appeal and enable the consumer to provide information to the human reviewer in support of their appeal. The method of appeal must be easy for the consumers to execute, require minimal steps, and comply with section 7004. Disclosures and communications with consumers concerning the appeal must comply with section 7003, subsections (a)–(b). The timeline for requests to appeal ADMT must comply with section 7021. Businesses must comply with the verification requirements set forth in Article 5 when a consumer submits an appeal.



Right to Access SQUIRE >
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When responding to a consumer’s request to access ADMT, a
business must provide plain language explanations of the following
information:

1. The specific purpose for which the business used ADMT with respect to
the consumer;

Information about the logic of the ADMT;

3. The outcome of the decisionmaking process for the consumer, including
how the business used the output of the ADMT to make a significant
decision with respect to the consumer; and

4. That the business is prohibited from retaliating against consumers for
exercising their CCPA rights, and instructions for how the consumer can
exercise their other CCPA rights.

squirepattonboggs.com 18
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In providing the information, a business’s response to a consumer’s request to access ADMT is not required to include:
trade secrets; or
information that would compromise the business’s ability to:
prevent, detect, and investigate security incidents that compromise the availability, authenticity, integrity, or confidentiality of stored or transmitted personal information;
resist malicious, deceptive, fraudulent, or illegal actions directed at the business or at consumers, or to prosecute those responsible for those actions; or
ensure the physical safety of natural persons.


Right to Access SQUIRE >
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A business’s methods for consumers to submit requests to access ADMT
must be easy to use and must not use dark patterns.

A business must use reasonable security measures when transmitting
information in response to a consumer’s access request.

A business may verify a consumer’s request to access ADMT consistent
with the verification requirements set forth for the other consumer rights
requests (i.e., right to access, right to correct, right to delete).

If a business denies a consumer’s verified request to exercise their right
to access ADMT, in whole or in part, because of a conflict with federal or
state law, or an exception to the CCPA, the business must inform the
requestor and explain the basis for the denial, unless prohibited from
doing so by law.

squirepattonboggs.com 19
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Information about how the business will process the request includes: 
The information provided shall describe in general the business’s verification process and when the consumer should expect a response, except in instances where the business has already granted or denied the request. The confirmation may be given in the same manner in which the request was received. For example, if the request is made over the phone, the confirmation may be given orally during the phone call.

A business must respond no later than 10 business days after receiving a request to access ADMT or request to appeal ADMT.  
A business shall confirm receipt of the request and provide information about how the business will process the request. 
Businesses shall respond to a request to access ADMT or request to appeal ADMT no later than 45 calendar days after receipt of the request. 
The 45-day period will begin on the day that the business receives the request, regardless of time required to verify the request. 
If the business cannot verify the consumer within the 45-day time period, the business may deny the request. 
If necessary, businesses may take up to an additional 45 calendar days to respond to the consumer’s request, for a maximum total of 90 calendar days from the day the request is received, provided that the business provides the consumer with notice and an explanation of the reason that the business will take more than 45 days to respond to the request. 



Risk Assessments §A9<§JN'§)EG§

required for “sale’/"share”,
processing of sensitive personal data and high-risk profiling and
automated decision-making:

Using automated processing to a consumer’s intelligence, ability,
aptitude, , economic situation, health (including mental health),
personal preferences, interests, reliability, predisposition, behavior, location or
movements, based on (i) systematic observation of that consumer when they are acting
in their capacity as an educational program applicant, , student,

; or (ii) the consumer’s presence in a sensitive
location; and

Intends to use personal information to train ADMT for significant decisions.

squirepattonboggs.com 20
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Pre-processing risk assessment in the HR context can be triggered by processing of sensitive personal data even if not required for automated decision making for ADMT.  Also, sale/share can sometimes be implicated in an HR context.  But CA adds assessment obligations for 

Using automated processing to infer or extrapolate a consumer’s intelligence, ability, aptitude, performance at work, economic situation, health (including mental health), personal preferences, interests, reliability, predisposition, behavior, location or movements, based on (1) systematic observation of that consumer when they are acting in their capacity as an educational program applicant, job applicant, student, employee or independent contractor of the business; or (2) the consumer’s presence in a sensitive location; and 
Using personal information to train ADMT for significant decisions.  

Both of which are common in the HR context.  While there are no pre-use notice, appeal, opt-out or access ADMT rights, if not to the level of ADMT for a significant decision, the risk / benefit analysis is still required.  

“Performance at work” means the performance of job duties for which the consumer has been hired or has applied to be hired. The following are not “performance at work”: a consumer’s union membership or interest in unionizing; a consumer’s interest in seeking other employment opportunities; a consumer’s location when off-duty or on breaks; or a consumer’s use of a personal account (e.g., email, text messages, or social media) unless solely to prevent or limit the use of these accounts on the business’s information system or to prevent the disclosure of confidential information.” CCPA Regs. § 7001(cc).

Also, although access to ADMT would be limited to ADMT for significant decisions, the general rights to know, correct and delete would apply to personal information use for these purposes, and privacy notices should explain these use purposes.




CA and MN data inventory requirements are going to be a big lift for companies that have just thrown up a privacy policy and rights request method but really have no back room IG program. 

With CA finalizing its assessment requirements also expect CO and the other states to start enforcing their own. 





Risk Assessments SQUIRE >

PATTON BOGGS

1. the business’s purpose for processing consumers’ personal information

2. the categories of personal information to be processed, including any categories of sensitive
personal information and, at a minimum, include the minimum personal information that is necessary
to achieve the purpose of processing consumers’ personal information

3. certain operational elements of the processing (as shown in a later slide)

4. the benefits to the business, the consumer, other stakeholders, and the public from the processing of
the personal information, as applicable

5. the negative impacts to consumers’ privacy associated with the processing and the sources/causes
of these negative impacts

6. any safeguards that the business plans to implement for the processing

7. whether it will initiate the processing subject to the risk assessment

8. the individuals who provided the information for the risk assessment, excluding legal counsel who
provided legal advice

9. the date the risk assessment was reviewed and approved, and the names and positions of the
individuals who reviewed or approved the risk assessment, except for legal counsel who provided
legal advice

squirepattonboggs.com 21
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Risk assessments must include the PI involved, the nature and purpose of the processing, certain detailed operational elements discussed later, a risk benefit analysis (though that need not be included in the form of documentation that is subject to inspection, safeguards, the decision and who made it.

A business may conduct a single risk assessment for a comparable set of processing activities. A “comparable set of processing activities” that can be addressed by a single risk assessment is a set of similar processing activities that present similar risks to consumers’ privacy.

A business may utilize a risk assessment that it has prepared for another purpose to meet the requirements, provided that the risk assessment contains the information that must be included in, or is paired with the outstanding information necessary for, compliance with the requirements set forth under the CCPA.



@ =

Methods of collecting, using, disclosing, retaining or otherwise processing
Sources of the personal information

Retention details
Methods of consumer interaction

The logic and the output of the ADMT
Disclosure, notice and consent details

Details on service providers and third parties that may access or receive
personal information

squirepattonboggs.com 22
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Complexity is in the details of the operational elements, especially regarding the logic used by ADMT and the nature and purpose of outputs.  All of this must be documented and open to inspection


&

Businesses must annually submit certain risk assessment-related information to
CalPrivacy, which starts for:

Risk assessments from 2026/2027: April 1, 2028
Risk assessments after 2027: no later than April 1 the following year

Businesses, at least once every 3 years, must reviey, and update as
necessary, its risk assessments to ensure that they|{remain accurate.

Businesses must update risk assessments whenevex there is a material
change relating to the processing activity, as soon as feasibly possible, but no
later than 45 calendar days from the date of the materia

Businesses must retain its risk assessments, including original and updated
versions, for as long as the processing continues or for 6 years after the
completion of the risk assessment, whichever is later.

squirepattonboggs.com 23
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Risk assessments must be updated if there is a materials change or every three years, and retained for inspection for 5 years after the processing activity ends.  While CA allows for shielding of the risk benefit analysis, unlike other states, it is unique in requiring annual attestations of compliance, which include aggregate information, including:

The business’s name and a point of contact for the business, including the contact’s name, phone number, and email address. 
The time period covered by the submission, by month and year. 
The number of risk assessments conducted or updated by the business during the time period covered by the submission, in total and for each of the processing activities that trigger the need for a risk assessment. 
Whether the risk assessments conducted or updated by the business during the time period covered by the submission involved the processing any of the categories of personal information and/or sensitive personal information as defined by the CCPA.
Attestation to the following statement: 
“I attest that the business has conducted a risk assessment for the processing activities set forth in California Code of Regulations, Title 11, section 7150, subsection (b), during the time period covered by this submission, and that I meet the requirements of section 7157, subsection (c). Under penalty of perjury under the laws of the state of California, I hereby declare that the risk assessment information submitted is true and correct.” 
The name and business title of the person submitting the risk assessment information, and the date of the certification.

This will go to the new office of the auditor, which is tasked with pre-enforcement compliance auditing and making recommendations for enforcement.


Phased in based on business size:
$100M+, April 1, 2028 _
$50M to 100M, April 1, 2029 .

Under $50M, April 1, 2030 X i |
_,qnﬂl I"

Auditor must be qualified, objective, and independent

Covers prior calendar year
Specific audit requirements

Required data and processing technology inventories

Requires documentation of audit reports
Must file compliance certifications with CCPA

squirepattonboggs.com
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Every business whose processing of consumers’ personal information presents significant risk to consumers’ security must complete a cybersecurity audit. 
A business’s processing of consumers’ personal information presents significant risk to consumers’ security if any of the following is true: 
The business derives 50% or more of its annual revenues from selling or sharing consumers’ personal information; or 
As of January 1, of the calendar year, the business had annual gross revenues in excess of $25,000,000* in the preceding calendar year; and 
Processed the personal information of 250,000 or more consumers or households in the preceding calendar year; or 
Processed the sensitive personal information of 50,000 or more consumers in the preceding calendar year.

Cybersecurity audits must assess:
The business’s establishment, implementation, and maintenance of its cybersecurity program, including the related written documentation thereof (e.g., policies and procedures), that is appropriate to the business’s size and complexity and the nature and scope of its processing activities, taking into account the state of the art and cost of implementing the components of a cybersecurity program
How the business implements and enforces compliance with its cybersecurity program
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Replaces 2024 CO Al Act
Enforceable January 1, 2027

Applies to

. which is a legal or natural person doing business in Colorado (6-1-1701(7))
= Also applies to “developers” (6-1-1701(8))

. which includes an and a job applicant who is a Colorado

resident “whose access to, eligibility for, or opportunity is evaluated in a consequential
decision by a person doing business in Colorado.” (6-1-1701(4)(b))

. means a technology that
processes personal data and uses computation to generate output, including
predictions, recommendations, classifications, rankings, scores, or other information
that is used to make, guide, or assist a decision judgment, or determination concerning
an individual. (6-1-1701(1))


Presenter Notes
Presentation Notes
Connecticut’s "Automated employment-related decision technology“ (October 1, 2026) - (A) means any technology that processes personal data and uses computation to generate any output, including, but not limited to, any prediction, recommendation, classification, ranking, score or other information, that is a substantial factor used to make or materially influence an employment-related decision,

> Colorado  (Jan 1, 2027) - "AUTOMATED DECISION-MAKING TECHNOLOGY" OR "ADMT“ MEANS A TECHNOLOGY THAT PROCESSES PERSONAL DAT A AND USES COMPUTATION TO GENERATE OUTPUT, INCLUDING PREDICTIONS, RECOMMENDATIONS, CLASSIFICATIONS, RANKINGS, SCORES, OR OTHER INFORMATION THAT IS USED TO MAKE, GUIDE, OR ASSIST A DECISION, JUDGMENT, OR DETERMINATION CONCERNING AN INDIVIDUAL. 



On March 17, 2026, the Colorado Governor, Jared Polis, released a draft bill “Concerning The Use Of Automated Decision-Making Technology In Consequential Decisions” to replace the 2024 CO AI Act with a narrower regime focused on disclosure, recordkeeping, and consumer notice requirements for “automated decision-making technology” (ADMT). 
On April 9, 2026, xAI filed suit in federal court seeking to enjoin the Colorado AI Act on First Amendment, Dormant Commerce Clause, due process, and equal protection grounds, arguing that the 2024 CO AI Act’s algorithmic discrimination provisions would compel developers to reengineer model outputs to conform to state-preferred viewpoints. 
On April 24, 2026, the Department of Justice intervened. 
“The Justice Department alleges that the Colorado law violates the Equal Protection Clause of the Fourteenth Amendment by requiring AI companies to prevent unintentional disparate impact that their products could have based on protected characteristics like race and sex, and by exempting liability for certain forms of discrimination designed to advance diversity.’”
On April 24, 2026, xAI and the Colorado Attorney General subsequently filed a Joint Motion to Vacate Scheduling Conference and Suspend Case Deadlines and Stipulation to Temporarily Stay Enforcement. 
On April 27, 2026, the Magistrate Judge assigned to the case granted the Motion, which has the effect of preventing enforcement of the law by the Colorado Attorney General.
The Magistrate Judge’s order also requires xAI to submit a motion for preliminary injunction and, if necessary, file an amended complaint, within 28 days after final adoption of rulemaking implementing the Colorado AI Act or any legislation that may replace or amend the Colorado AI Act.  
On May 1, 2026, a group of Colorado legislators introduced SB-189 which proposed significant amendments to the 2024 Colorado AI Act. 
On May 14, 2026, Governor Polis signed the Colorado ADMT Law, repealing and replacing the 2024 Colorado AI Act.

Colorado employee defined in Wage Act - Employee” means any person, including a migratory laborer, performing labor or services for the benefit of an employer. For the purpose of this article 4, relevant factors in determining whether a person is an employee include the degree of control the employer may or does exercise over the person and the degree to which the person performs work that is the primary work of the employer; except that an individual primarily free from control and direction in the performance of the service, both under his or her contract for the performance of service and in fact, and who is customarily engaged in an independent trade, occupation, profession, or business related to the service performed is not an “employee”.


https://leg.colorado.gov/bills/SB26-189
https://leg.colorado.gov/bills/SB26-189
https://leg.colorado.gov/bills/SB26-189
https://leg.colorado.gov/bills/SB26-189
https://leg.colorado.gov/bills/SB26-189
https://leg.colorado.gov/bills/SB26-189
https://leg.colorado.gov/bills/SB26-189
https://leg.colorado.gov/bills/SB26-189
https://cdle.colorado.gov/sites/cdle/files/Colorado%20Wage%20Act_Updated%20December%202019_0.pdf

Colorado ADMT Law F%%JN'&EGE

means automated decision-making technology that is used to materially

influence a consequential decision. (6-1-1701(5))
means (i) an ADMT output is a non-de minimis factor that is used in
making a consequential decision; and (ii)) an ADMT output affects the outcome of a
consequential decision, including by meaningfully altering how a consequential decision is

made. (6-1-1701(13))

means a (i) a decision, determination, or action made about a
consumer that relates to the provision of or a consumer's access to, eligibility for, selection
for, or compensation for a covered domain; or (ii) a decision, determination, or action about
a consumer that relates to a differentiated price, cost sharing, compensation, or other
material terms in a manner that is reasonably likely to materially limit, delay, effectively
deny, or otherwise fundamentally alter the consumer's access, eligibility, or opportunity for a

covered domain. (6-1-1701(3))

includes (a)
(b) employment or an employment opportunity that creates or may create an employer-employee

relationship” [...] (6-1-1701(6))


Presenter Notes
Presentation Notes
Significant factor\


Colorado ADMT Law — Deployer Notice SQUIRE >

PATTON BOGGS

Deployer must provide notice about Covered ADMT using Covered

ADMT to materially influence a consequential decision affecting the consumer
= prominent public notice that is reasonably accessible at points of consumer interaction
Deployer must provide,
= a plain language description of the consequential decision and the role of the Covered ADMT
- includes a decision that denies, terminates, revokes, or materially reduces
or restricts a consumer's access to, eligibility for, selection for, compensation for, or the
provision of an opportunity or service

= instructions for requesting additional information about the Covered ADMT (including
“inputs” and other information a developer is required to provide to a deployer)

= right of “to the extent commercially
reasonable” (6-1-1705)

= rights to and to personal data used in consequential decision



Colorado ADMT Law — Records; Enforcement SQUIRE

PATTON BOGGS

Deployer must retain records “records reasonably necessary to demonstrate
compliance” for at least three years after consequential decision

On or before January 1, 2027, Attorney General must issue regulations, including to
“clarify and implement the post-adverse outcome disclosure requirements” and
“guidance addressing how the disclosure requirements described in this section
interact with federal or state laws that require or govern notices, explanations, or

adverse outcome disclosures”
Pre-rulemaking request for input:

Enforceable by Attorney General - sixty (60) day cure period until January 1, 2030
Deployer may be held liable in an action alleging unlawful discrimination under state
anti-discrimination laws arising from a consequential decision materially influenced
by a Covered ADMT. (6-1-1707(17))

“Fault shall be allocated among deployers and developers based on their relative fault.”
Developer is not liable if Covered ADMT is used in a manner that was not “intended, documented, marketed,
advertised, configured, or contracted for by the developer.”


Presenter Notes
Presentation Notes
On March 17, 2026, the Colorado Governor, Jared Polis, released a draft bill “Concerning The Use Of Automated Decision-Making Technology In Consequential Decisions” to replace the 2024 CO AI Act with a narrower regime focused on disclosure, recordkeeping, and consumer notice requirements for “automated decision-making technology” (ADMT). 
On April 9, 2026, xAI filed suit in federal court seeking to enjoin the Colorado AI Act on First Amendment, Dormant Commerce Clause, due process, and equal protection grounds, arguing that the 2024 CO AI Act’s algorithmic discrimination provisions would compel developers to reengineer model outputs to conform to state-preferred viewpoints. 
On April 24, 2026, the Department of Justice intervened. 
“The Justice Department alleges that the Colorado law violates the Equal Protection Clause of the Fourteenth Amendment by requiring AI companies to prevent unintentional disparate impact that their products could have based on protected characteristics like race and sex, and by exempting liability for certain forms of discrimination designed to advance diversity.’”
On April 24, 2026, xAI and the Colorado Attorney General subsequently filed a Joint Motion to Vacate Scheduling Conference and Suspend Case Deadlines and Stipulation to Temporarily Stay Enforcement. 
On April 27, 2026, the Magistrate Judge assigned to the case granted the Motion, which has the effect of preventing enforcement of the law by the Colorado Attorney General.
The Magistrate Judge’s order also requires xAI to submit a motion for preliminary injunction and, if necessary, file an amended complaint, within 28 days after final adoption of rulemaking implementing the Colorado AI Act or any legislation that may replace or amend the Colorado AI Act.  
On May 1, 2026, a group of Colorado legislators introduced SB-189 which proposed significant amendments to the 2024 Colorado AI Act. 
On May 14, 2026, Governor Polis signed the Colorado ADMT Law, repealing and replacing the 2024 Colorado AI Act.

Colorado employee defined in Wage Act - Employee” means any person, including a migratory laborer, performing labor or services for the benefit of an employer. For the purpose of this article 4, relevant factors in determining whether a person is an employee include the degree of control the employer may or does exercise over the person and the degree to which the person performs work that is the primary work of the employer; except that an individual primarily free from control and direction in the performance of the service, both under his or her contract for the performance of service and in fact, and who is customarily engaged in an independent trade, occupation, profession, or business related to the service performed is not an “employee”.


https://coag.gov/app/uploads/2026/06/ADMT-Chatbot-Pre-Rulemaking-Considerations-Document.pdf
https://coag.gov/app/uploads/2026/06/ADMT-Chatbot-Pre-Rulemaking-Considerations-Document.pdf
https://coag.gov/app/uploads/2026/06/ADMT-Chatbot-Pre-Rulemaking-Considerations-Document.pdf
https://coag.gov/app/uploads/2026/06/ADMT-Chatbot-Pre-Rulemaking-Considerations-Document.pdf
https://coag.gov/app/uploads/2026/06/ADMT-Chatbot-Pre-Rulemaking-Considerations-Document.pdf
https://coag.gov/app/uploads/2026/06/ADMT-Chatbot-Pre-Rulemaking-Considerations-Document.pdf
https://coag.gov/app/uploads/2026/06/ADMT-Chatbot-Pre-Rulemaking-Considerations-Document.pdf
https://coag.gov/app/uploads/2026/06/ADMT-Chatbot-Pre-Rulemaking-Considerations-Document.pdf
https://coag.gov/app/uploads/2026/06/ADMT-Chatbot-Pre-Rulemaking-Considerations-Document.pdf
https://coag.gov/app/uploads/2026/06/ADMT-Chatbot-Pre-Rulemaking-Considerations-Document.pdf
https://coag.gov/app/uploads/2026/06/ADMT-Chatbot-Pre-Rulemaking-Considerations-Document.pdf
https://coag.gov/app/uploads/2026/06/ADMT-Chatbot-Pre-Rulemaking-Considerations-Document.pdf
https://coag.gov/app/uploads/2026/06/ADMT-Chatbot-Pre-Rulemaking-Considerations-Document.pdf
https://coag.gov/app/uploads/2026/06/ADMT-Chatbot-Pre-Rulemaking-Considerations-Document.pdf
https://coag.gov/app/uploads/2026/06/ADMT-Chatbot-Pre-Rulemaking-Considerations-Document.pdf
https://coag.gov/app/uploads/2026/06/ADMT-Chatbot-Pre-Rulemaking-Considerations-Document.pdf
https://coag.gov/app/uploads/2026/06/ADMT-Chatbot-Pre-Rulemaking-Considerations-Document.pdf
https://coag.gov/app/uploads/2026/06/ADMT-Chatbot-Pre-Rulemaking-Considerations-Document.pdf
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Connecticut's Artificial Intelligence Responsibility  squire
and Transparency (CART) Act PATTON BOGGS

Four Main Parts:
Companion chat bot requirements

(Section 7)

Transparency obligations on Covered Providers of Al systems that can
generate “synthetic digital content”

Whistleblower protections for “covered employee” of large “frontier developer”


https://www.cga.ct.gov/asp/cgabillstatus/cgabillstatus.asp?selBillType=Public+Act&which_year=2026&bill_num=15

CART Act - AEDT gA%JN '&EGE

" is “any technology that processes personal data and uses computation to generate
any output, including, but not limited to, any prediction, recommendation, classification,
ranking, score or other information, that is a used to make or materially
influence -

means a factor, a constraint, ranking, score, recommendation or
classification, that meaningfully alters the outcome of an employment-related decision.

means a decision, made based on any individual's

personal data, to hire, promote, discipline or discharge such individual, to renew such
individual's employment, to select such individual for any training or apprenticeship or
with respect to such individual's tenure or terms, privileges or conditions of
employment



CART Act — Deployer Notice SQUIRE >

PATTON BOGGS

“Deployer” that, on or after October 1, 2027, deploys AEDT to “generate any
output for the purpose of making, or as a substantial factor in making, an
employment-related decision concerning an employee or applicant for
employment in Connecticut” must provide pre-use notice disclosing:
=that AEDT is deployed
=the purpose and nature of the AEDT and employment-related decision
=the trade name of the AEDT
=the categories and sources of personal data that the AEDT will
analyze/process and how personal data will be assessed in decision
=deployer contact information.
AEDT developer may contract with an AEDT deployer to assume the
deployer's duties under sections 9 and 10 (notices). The contract must
“clearly set forth” which deployer's duties under sections 9 and 10 are
assumed.


Presenter Notes
Presentation Notes
"Deployer" means a person doing business in the state who deploys an automated employment-related decision technology in the state; 

Requirements also apply to developers

Whistleblower protections for “covered employee” of large “frontier developer” 
Beginning October 1, 2026, frontier developers may not retaliate against employees who raise catastrophic-risk concerns. 
Large frontier developers must implement anonymous reporting channels by January 1, 2027, and distribute reports and status updates to officers and directors at least quarterly, unless such reports allege wrongdoing by such officer or director.
Such large frontier developer must provide reasonable updates to each covered employee who submits a report disclosing (i) the status of the investigation such large frontier developer has undertaken in response to such report, and (ii) the actions such large frontier developer has taken in response to such report. 



Laws Focused on Preventing Bias and
Discrimination in Recruitment and Employment
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Presenter Notes
Presentation Notes

California started the state privacy legislative trend by passing the CCPA, which was inspired by Europe's GDPR.  20 states now have comprehensive consumer privacy laws, and many more are considering legislation.  However, CA is unique in that the law includes data subjects in an employment context, so job applicants, current and former employees and indy contractors, and benefits beneficiaries are covered.  Beyond privacy transparency, access and choice, the CCPA regulations finalized last year specifically govern automated decision making and AI training, with some regulations being specific to the HR context.

Further, pending legislation, AB 2021 would give employees complaining of or reporting CCPA violations specific whistle-blower protection, and reward incentives up to 33% of civil penalties derived from enforcement based on a tip.  Furthermore, legislative changes last year allow the CPPA a/k/a Cal Privacy to keep almost all of civil penalties derived from its enforcement actions, rather than having those paid into the general fund.   The agency is already well staffed and has been active in bringing enforcements and settlements over $1 Million are now typical.




California CRC Regulations SQUIRE

PATTON BOGGS

The California Civil Rights Council (CRC) (part of what was formerly, the
Department of Fair Employment and Housing) implemented regulations
amending the existing regulatory framework applicable to the California Fair
Employment and Housing Act to clarify how California’s anti-discrimination
laws apply to the use of Al and automated decision systems (ADS) in
employment decision-making.

An ADS is a “computational process that makes a decision or facilitates human
decision making” regarding employment matters.

The CRC Regulations apply to all employers in California.

= Employers mean any person or individual engaged in any business or enterprise regularly
employing 5 or more individuals, including individuals performing any service under any
appointment, contract of hire, or apprenticeship, express or implied, oral or written.


Presenter Notes
Presentation Notes

Effective October 1, 2025. 

Amends the existing regulatory framework applicable to the California Fair Employment and Housing Act (FEHA).
An ADS performs tasks such as: 
Using computer-based assessments or tests, such as questions, puzzles, games, or other challenges to:
Make predictive assessments about an applicant or employee;
Measure an applicant's or employee's skills, dexterity, reaction-time, and/or other
abilities or characteristics;
Measure an applicant's or employee's personality trait, aptitude, attitude, and/or
cultural fit; and/or
Screen, evaluate, categorize, and/or recommend applicants or employees.
Directing job advertisements or other recruiting materials to targeted groups;
Screening resumes for particular terms or patterns;
Analyzing facial expression, word choice, and/or voice in online interviews; or
Analyzing employee or applicant data acquired from third parties.
An ADS does not include word processing software, spreadsheet software, map navigation systems, web hosting, domain registration, networking, caching, websiteloading, data storage, firewalls, anti-virus, anti-malware, spam- and robocall-filtering, spellchecking, calculators, database, or similar technologies, provided that these technologies do not make a decision regarding an employment benefit.



California CRC Regulations o

It is unlawful for an employer or other covered entity to use an ADS or
selection criteria (including a qualification standard, employment test, or proxy)
that discriminates against an applicant or employee or a class of applicants or
employees, subject to any available defense.

Employers must maintain data on ADS for 4 years.

= This includes all applications, personnel records, membership records, employment
referral records, selection criteria, automated-decision system data, and other records
created or received by the employer or other covered entity dealing with any
employment practice and affecting any employment benefit of any applicant or
employee.

Employers must offer accommodations for Al-based assessments.
= Assessment that elicit disability-related information before a conditional offer are
considered unlawful medical inquiries requiring reasonable accommodations.


Presenter Notes
Presentation Notes

Tools used for hiring, promotion, or training can't disproportionately harm protected groups (race, gender, disability, etc.) – prohibits disparate impact.

Relevant to any such claim or available defense is evidence, or the lack of evidence, of anti-bias testing or similar proactive efforts to avoid unlawful discrimination, including the quality, efficacy, recency, and scope of such effort, the results of such testing or other effort, and the response to the results.




New York City Local Law 144 SQUIRE 7

PATTON BOGGS

An employer in New York City (NYC) that uses any automated employment decision tool
(AEDT) in the hiring processes for any NYC candidate must (among other

requirements):
= undertake an annual bias audit using an independent auditor prior to using an AEDT

= publish a summary of the bias audit
= notify the NYC candidate at least 10 business days before AEDT use (An employer can
provide notice on its website, in the job posting or by sending to the candidate by mail or
email.)
means “any computational process, derived from machine learning, statistical
modeling, data analytics, or artificial intelligence, that issues simplified output, including a
score, classification, or recommendation, that is used to
[defined in implementing rules] discretionary decision-making for making employment
decisions that impact natural persons”


Presenter Notes
Presentation Notes

For employees and candidates, business must publish:
the bias audit – available audit; 
the job qualifications and characteristics that such automated employment decision tool will use in the assessment of such candidate or employee no less than 10 business days before AEDT use;
information on the employment section of its website in a clear and conspicuous manner about its AEDT data retention policy, the type of data collected for the AEDT, and the source of the data; 
instructions on the employment section of its website in a clear and conspicuous manner for how to make a written request for such information, and if a written request is received, provide such information within 30 days; and 
an explanation to a candidate for employment or employee being considered for promotion why disclosure of such information would violate local, state, or federal law, or interfere with a law enforcement investigation.



lllinois Human Rights Act o

. It is a civil rights violation if an employer:
= uses Al for Covered Al Uses that have the effect of subjecting employees to
discrimination on the basis of protected classes or that use zip code as a proxy for
protected classes; and
= fails to provide notice to an employee that the employer is using Al for the applicable
purposes.

: recruitment, hiring, promotion, renewal of employment,
selection for training or apprenticeship, discharge, discipline, tenure, or the
terms, privileges, or conditions of employment

lllinois Department of Human Rights released and then pulled regulations about
notice requirements.


Presenter Notes
Presentation Notes

“Employer” – includes “(a) any person employing one or more employees within Illinois during 20 or more calendar weeks within the calendar year of or preceding the alleged violation; (b) any person employing one or more employees when a complainant alleges civil rights violation due to unlawful discrimination based upon his or her physical or mental disability unrelated to ability, pregnancy, or sexual harassment.”
“Employee” – includes contractors and unpaid interns 
"Artificial intelligence" means a machine-based system that, for explicit or implicit objectives, infers, from the input it receives, how to generate outputs such as predictions, content, recommendations, or decisions that can influence physical or virtual environments. "Artificial intelligence" includes “generative artificial intelligence”.
"Generative artificial intelligence” means an automated computing system that, when prompted with human prompts, descriptions, or queries, can produce outputs that simulate human-produced content, including textual outputs, image outputs, multimedia outputs, and other content that would be otherwise produced by human means.



The Rules: (i) clarify the application of existing antidiscrimination laws-in several
contexts, including for any software, system, process (including AD)+thataimsto
automate, aid, or replace human decision-making relevant to employment (“Automated
Employment Decision Tools”), and (ii) provide examples of hgw the use of automated

employment decision tools may have a disparate impact on/applicants and employees.

= The use of automated employment decision tools to make employment decisions, including, but not limited to,
decisions related to advertising, recruiting, screening, interviewing, hiring, and compensation, or any other terms,
conditions, or privileges of employment, may have a disparate impact on applicants and employees based on their
race, national origin, gender, disability, religion, and other protected characteristics.
The use of an automated employment decision tool that limits or screens out applicants based on their schedule

may have a disparate impact on applicants based on their religion, disability, or medical condition and must include
a mechanism for applicants to request a reasonable accommodation.

= An employer’s use of an automated employment decision tool that has not been adequately tested and shown to
not adversely affect people in a protected class before its use may have a disparate impact on members of that
protected class.
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Presenter Notes
Presentation Notes

The New Jersey Office of the Attorney General published Guidance on Algorithmic Discrimination and the New Jersey Law Against Discrimination on January 9, 2025. The guidance aims to address how the New Jersey Law Against Discrimination (N.J.S.A. § 10:5-1 et seq.) applies to the risks of discrimination and bias-based harassment stemming from the use of AI. 

“Employer” includes all persons unless otherwise specifically exempt under another section of the New Jersey Law Against Discrimination, and includes the State, any political or civil subdivision thereof, and all public officers, agencies, boards, or bodies.
“Employee” does not include any individual employed in the domestic service of any person.
“Automated employment decision tools” are any software, system, or process that aims to automate, aid, or replace human decision-making relevant to employment. 
“Automated employment decision tools” include tools that analyze datasets to generate scores, rankings, predictions, classifications, or some recommended action(s) that are used by employers to make decisions regarding employees, contractors, and job candidates, or potential job candidates, including decisions related to advertising, recruiting, screening, interviewing, hiring, placement, promotion, and compensation, or any other term, condition, or privilege of employment. 



Texas Responsible Al Governance Act (TRAIGA)  2QUIRE

PATTON BOGGS

Effective January 1, 2026, TRAIGA prohibits an Al system that is developed or
deployed:

to intentionally encourage any person to physically harm themselves or
others or to engage in criminal activity. (s 552.052)

with the sole intent of infringing, restricting, or impairing a person’s federal
Constitutional rights. (s 552.055(a))

(8 552.056(b))

with the sole intent of producing, assisting or aiding in producing, or
distributing child pornography or unlawful deepfake videos or images
(8 552.057(1))

to intentionally engage in explicit text-based conversations while
impersonating a child under the age of 18 (s 552.057(2))



Texas Responsible Al Governance Act (TRAIGA)  2QUIRE

PATTON BOGGS

TRAIGA’s Fines/Penalties

After receiving a complaint, the Texas AG may issue a civil investigative demand to
determine whether a TRAIGA violation has occurred. If a violation is found, a cure
notice is required

If the violation is uncured within 60 days after the cure notice, the Texas AG may

bring an enforcement action to enjoin the uncured violations or seek civil penalties:
« If violation is determined by a court to be curable or a breach of a written “cure” statement: fines of not
less than $10,000 and up to $12,000 per violation

« If violation is determined by a court to be uncurable: fines of $80,000 to $200,000 per violation
« Continuing violations: fines of up to $40,000 per day the violation continues

A defendant may not be liable if the defendant discovers a violation via feedback or
testing, following state agency guidelines or if the defendant can establish its
substantial compliance with the then-current version of NIST Al RMF.



Other Laws and Issues
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Presenter Notes
Presentation Notes
  

The appendix has slides on the CA Transparency in Frontier AI Act, the NY Responsible AI Safety and Education Act, and the CA AI Transparency Act.  As these are more relevant to developers than deployers we will not cover them today.  However, beware that customizing AI my cross a company over into being a developer, especially under the CA AI Transparency Act,


&

Brewer v. Otter.Al, Inc., No. 5:25-cv-06911 (N.D. Cal. filed Aug. 15, 2025)
August 15, 2025 - complaint relating to meeting recording technology made

g g

available by Otter.ai, Inc. (Otter)
Plaintiffs allege that Otter technology

Violated the California Invasion of Privacy Act (C/PA) by recording/and transcribing conversations

during Google Meet, Zoom, and Microsoft Teams meetings without the consent of all meeting
participants

Also violated the California’s Comprehensive Computer Data and Fraud Access Act, California
common law torts of intrusion upon seclusion and conversion, the Cali ia Unfair Competition Law,
Electronic Communications Privacy Act of 1986 and the Computer Fraud and Abuse Act
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&

In re Otter.Al Privacy Litigation (6:25-cv-06911, N.D. California)
December 5, 2025 — consolidated class action

Adds California’s statutory prohibition against larceny andthe receipt of stolen
property, lllinois Wiretapping Law and Washington’s Wiretapping Law.

Wiretapping - voice prints are biometric data
Otter Notetaker violated CIPA “Otter does not obtain prior consent)\express or otherwise, of persons
who attend meetings where the Otter Notetaker is enabled, prior to Otter recording, accessing,
reading, and learning the contents of conversations between Otter acspuntholders and other
meeting participants (or before collecting biometric data).”

Motion to Dismiss scheduled for July 15, 2026.

[Other similar lawsuits also have been filed.]
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&

Artificial intelligence powered technology that records virtual or in-person meetings and
transcribes the recording to written format (Meeting Recording Technology or ‘Al Scribes’)

g g

Legal Risk Considerations
Communication Recording Risk
State and federal laws prohibit the recording of communications without prior consent.
Federal Wiretap Act of 1968, as amended by the Electronic Communications Privacy Act of
1986; California Invasion of Privacy Act
Privacy and Al Law Compliance
Improper notice and consent required under privacy laws.

Confidentiality Risk
Confidential business information, intellectual property rights, or trade s

Litigation/Government Investigation Risk
Waiver of attorney-client privilege because a third party has access to the recordings

Accuracy Risk
If inaccuracies are not detected and corrected in meeting records produced by Al
Scribes, they could exacerbate the impact of the legal risks.
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Antitrust/Competition Issues SQUIRE >

PATTON BOGGS

DOJ enforcement involving Al technology that generates output (e.g.,
compensation recommendations) based on non-public, competitively sensitive
information contributed by users of the Al technology.

To date, enforcement focuses on Al technology providers vs. users.

Issues for Users to Consider:

How many competitors contribute data to/use the Al technology?
= “give-to-get policy”?

|s the data real time or aged?

|s the Al output anonymous in user’s hands, i.e., user cannot identify the
sources.

How much does the user rely on the output in making the decision?
= automatic vs. independent human decision


Presenter Notes
Presentation Notes
Competitors don’t share directly  

For example, the DOJ obtained a court-ordered settlement with a group of poultry processing companies and a data consulting company to resolve allegations that they (i) directly exchanged competitively sensitive information about current and future wages and benefits for plant workers; and (ii) did so through a third-party firm that facilitated the exchange of competitively sensitive compensation information. 

Relevant case law:

Final Judgment, United States v. Cargill Meat Solutions Corp., No. 1:22-CV-01821 (D. Md. June 5, 2023), available at https://www.justice.gov/d9/2023-11/418169.pdf; see also Jien v. Perdue Farms, Inc., No. 1:19-CV-2521-SAG, 2020 WL 5544183 (D. Md. Sept. 16, 2020).

See Duffy v. Yardi Sys., Inc., No. 2:23-CV-01391-RSL, 2024 WL 4980771, at *5 (W.D. Wash. Dec. 4, 2024).


California Al No Defense Act SQUIRE >

PATTON BOGGS

Prohibits a business involved in the development, modification, or
use of Al technology from asserting a defense that Al
autonomously caused harm to the plaintiff (or Al autonomy as a
liability defense)

Does not impose strict liability simply for using Al

= Employers using Al must be prepared to defend liability as applicable to
their Al use.

Explicitly preserves other affirmative defenses and evidence
relevant to causation, foreseeability, or comparative fault to argue
against liability


Presenter Notes
Presentation Notes
  

The prohibition is narrow but targeted. It forecloses arguments that an AI system's independent decision-making absolves the humans and organizations behind it. The provision responds to instances where defendants have attempted to characterize AI tools as separate actors—most notably, Air Canada's unsuccessful argument that its customer service chatbot was a "separate legal entity" when it provided inaccurate bereavement fare information to a passenger. 
Moffatt v. Air Canada: The tribunal rejected Air Canada's argument and held the airline responsible for its chatbot's representations.
Defendants may still present evidence relevant to causation, foreseeability, and comparative fault. 
A plaintiff must still establish that the AI system caused the alleged harm—and that the harm was a foreseeable consequence of the defendant's conduct.
AB 316 does not create strict liability for AI-related harms. It removes one specific argument—"the AI did it autonomously"—while leaving intact the traditional framework for establishing (or contesting) liability. 
Companies that implement reasonable safeguards, conduct appropriate testing, and maintain adequate documentation retain the ability to demonstrate they acted appropriately.
Demonstrating reasonable care in AI deployment may require documentation that many organizations do not currently maintain: records of testing and validation, monitoring logs showing system performance, evidence of human oversight in high-stakes decisions, and audit trails for model updates.
AB 316 applies to anyone who "developed, modified, or used" an AI system. This language encompasses the entire AI supply chain: the foundation model developer, the company that fine-tunes or customizes the model, the integrator that builds it into a product, and the enterprise that deploys it.
For organizations using third-party AI tools, this breadth has contract implications.
If an AI  's tool causes harm and the downstream deployer faces suit, AB 316 prevents the deployer from arguing that the AI acted on its own—even if the deployer had limited visibility into how the model operates.
Organizations may wish to consider how their vendor agreements allocate risk in this environment. 


Takeaways
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= Includes auditing Al systems for potential bias or discrimination

New processes for specific AI/ADMT rights

= Consider all relevant issues — data minimization and retention (e.g., employer’s data used as
training data?), anti-trust concerns, process for maintaining current notices

= Reuvisit cybersecurity (e.g., )
= Consider industry standards (e.g., NIST Al Risk Management Framework)

squirepattonboggs.com 47



Presenter Notes
Presentation Notes

In the appendix are some slides on how to align with NIST’s AI Risk Management Framework and how to develop a responsible AI program

https://www.anthropic.com/news/fable-mythos-access

Best Practices for HR high risk data processing §A9(§JN'§)EG§

Review or revisit third-party contracts with an Al perspective
Update vendor diligence to help identify and address issues before onboarding new Al technology
Consider obsolescence risk

Insurers are moving to exclude losses from certain Al technology use

Status of federal-state dynamic
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In the appendix are some slides on how to align with NIST’s AI Risk Management Framework and how to develop a responsible AI program
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Empower your data strategy with
Squire Patton Boggs’
comprehensive suite of privacy
and cybersecurity tools —
designed to help you navigate
complex regulations and
safeguard digital assets with
confidence.

squirepattonboggs.com

Privacy World Blog

Stay ahead of global data privacy
trends with Privacy World Blog—
your trusted source for expert
analysis, legal updates, and
practical guidance in an ever-
evolving digital landscape.

@ ~

Law & Policy Hub

Explore the future of law
and technology at the Squire
Patton Boggs Al Hub — your

gateway to expert insights, legal
innovation, and strategic guidance
on artificial intelligence.
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New York’s Responsible Al Safety and Education (“RAISE”) Act establishes
transparency, safety, and compliance requirements for developers of frontler Al models
and mandates safety protocols, independent audits, and disclosure
critical harm and ensure responsible Al deployment.

Applies to “large developers,” which means a person that hag trained at least one frontier
model and has spent over $100,000,000 dollars in compute [costs in aggregate in training
frontier models.

“Frontier models” include the following:

An artificial intelligence model trained using greater than 10°26 computational operations (e.g.,
integer or floating-point operations), the compute cost of which excéeds one hundred million

dollars; or
An artificial intelligence model produced by applying knowledge distillation to a frontier model
provided that the compute cost for such model produced by applying knowledge distillation
exceeds five million dollars.

Effective January 1, 2027

squirepattonboggs.com
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Establishes New York as the second U.S. state after California to enact comprehensive legislation regulating the safety and governance of frontier AI models.


&

Key requirements for large developers of frontier models include:
Conducting annual safety reviews and independent third-party audits;

Publishing information about safety protocols;

Reporting safety incidents within 72 hours;

Creating a detailed safety and security protocol to prevent such critical harms
and engaging in ongoing testing; and

Maintaining specific records and reports.
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Amended to include new obligations for large online platforms, generative Al system-
hosting platforms, and capture device manufacturers.

A “large online platform” is a public-facing social media platform, file-shari
messaging platform, or standalone search engine that distributes content'to users who d|d not

create, or collaborate in creating, the content, which exceeded 2,000,000 unique monthly users
during the preceding 12 months.

A “generative Al hosting platform” is a website or application thgt makes available for download
the source code or model weights a generative Al system by a resldent of the state of California,
regardless of whether the terms of that use include compensation.

A “capture device manufacturer’ means a person who produces a'‘capture device for sale in the
state. A “capture device” includes any device that can record photographs, audio, or V|deo content
including, but not limited to, video and still photography cameras, mobile p
cameras or microphones, and voice recorders.

Extends the deadline for covered providers from the original January 1, 2026 date to
August 2, 2026, providing an additional seven-month implementation period.
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A large online platform must:
Detect whether any provenance data is embedded into or attached to content distributed on the large online platform;
Provide a user interface to disclose the availability of system provenance data that reliably indicates that the content was generated or substantially altered by a generative AI system, or captured by a capture device; and
Allow a user to inspect all available system provenance data in an easily accessible manner by any of the following means: (A) directly through the large online platform’s user interface; (B) allow the user to download a version of the content with its attached system provenance data; and (C) provide a link to the content’s system provenance data displayed on an internet website or in another application provided either by the large online platform or a third party.

A generative AI system hosting platform must not knowingly make available a generative AI system that does not place the disclosures required under the existing AI Transparency Act, which requires content created or altered by a generative AI system to include:
If a user opts to do so, a manifest disclosure that: (A) identifies content as AI-generated content; (B) is clear, conspicuous, appropriate for the medium of the content, and understandable to a reasonable person; and (C) is permanent or extraordinarily difficult to remove to the extent technically feasible; and
A latent disclosure that: (A) to the extent technically feasible and reasonable, conveys the name of the system’s provider, the name and version of the generative AI system, the time and date of the content’s creation or alteration and a unique identifier; (B) is detectable by the system’s provider’s AI detection tool; (C) is consistent with widely accepted industry standards; and (D) is permanent or extraordinarily difficult to remove, to the extent technically feasible.

For any capture device first produced for sale on or after January 1, 2028, its capture device manufacturer is required to do the following:
Provide a user with the option to include a latent disclosure in content captured by the capture device that conveys all of the following information: (A) the name of the capture device manufacturer; (B) the name and version number of the capture device that created or altered the content; and (C) the time and date of the content’s creation or alteration; and
Embed latent disclosures in content captured by the device by default.





&

Companies must determine whether they qualify as generative Al providers,
large online platforms, or capture device manufacturers in order to analyze

compliance requirements and effective dates.

Effective dates:
Large online platforms: January 1, 2027
Generative Al hosting platforms: January 1, 2027
Capture device manufacturers: January 1, 2028

Violations are enforceable by the California Attorney General and local
prosecutors.

Civil penalties can reach $5,000 per violation per day of non-compliance.

squirepattonboggs.com
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Establishes specific requirements for operators of “companion chatbots”
“Companion chatbots” mean an Al system with a natural language interface that

provides adaptive, human-like responses to user inputs and is
user’s social needs, including by exhibiting anthropomorphi
sustain a relationship across multiple interactions.

Excludes:

A bot that is used only for customer service, a business’ operational purpg@ses, productivity and analysis related

to source information, internal research, or technical assistance.

able of meeting a
eatures and being able to

A bot that is a feature of a video game and is limited to replies related to the wjdeo game that cannot discuss
topics related to mental health, self-harm, sexually explicit conduct, or maintain“a.dialogue on other topics

unrelated to the video game.
A stand-alone consumer electronic device that functions as a speaker and voice command interface, acts as a
voice-activated virtual assistant, and does not sustain a relationship across multiple interactions or generate
outputs that are likely to elicit emotional responses in the user.
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Operators of companion chatbots in California must:
Maintain a protocol for preventing suicidal ideation, suicide, or self-harm content to all users and

publish protocol details on their websites;
Make certain notifications and/or disclosures to minors; and
Report annually to the California Office of Suicide Prevention.

Creates a private right of action, allowing individuals harmed by a violation to
bring a civil action and exposes companies to potential lawsuits and significant
penalties (damages of at least $1,000 per violation, plus attorney's fees).

Effective January 1, 2026.
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Govern

Implementing Al

Policies, Procedures,
Assessment Templates
and Training

squirepattonboggs.com

Map

Conduct Al Impact
Assessments on each Al
System

Measure

Enhance testing and
evaluation process for
each Al System

Track and Remediate
Risks
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Create Al Condugct NIST Develop Operationalize Toolkits and
Sysiem A RILE or (90 Roadma Remediate Gaps
Inventory Assessment P P
Develop inventory Conduct Using the output from Operatjehalize toolkits or enhance existing
of Al systems assessment using the assessment, artifagts to meet NIST/ISO standards:
which documents NIST Al RMF or develop 1 Risk Management Policy
the Al System ISO 42001 implementation 2. Inventory of Al Systems (complete)
Name, Al System standards. Utilize roadmap to detail how 3. Al Impact Assessment Template
Owner, System assessment toolkits will be 4. Al System Performance and Monitoring

Description, other
descriptive
information and if
the Al System is
consider High Risk
pursuant to in
scope Al
regulations.

current state, gain
alignment with
organization
stakeholders and
determine future
priorities.

squirepattonboggs.com

process to assess

operationalized. For
example, certain
aspects of client’s
existing program will
be enhanced whereas
in other cases the
toolkit will be net new.

7. Third Risk Management

8. Al Risk Management Training
9. Channels to receive Al updates
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